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CONNECTING DEVICES

In this section, we divide connecting devices into five different categories
based on the layer in which they operate in a network, as shown in Figure
below:
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e categories contain devices which can be defined as
1. Those which operate below the physical layer such as a passive hub.
2. Those which operate at the physical layer (a repeater or an active hub).
3. Those which operate at the physical and data link layers (a bridge or a
two-layer switch).
4. Those which operate at the physical, data link, and network layers (a router
or a three-layer switch).
5. Those which can operate at all five layers (a gateway).

Passive Hubs

 A passive hub is just a connector. It connects the wires coming from
different branches.
 This type of a hub is part of the media.
 Its location in the Internet model is below the physical layer.

Repeaters

 A repeater is a device that operates only in the physical layer.
  Signals that carry information within a network can travel a fixed
distance before attenuation endangers the integrity of the data. A repeater
receives a signal and, before it becomes too weak or corrupted, regenerates
the original bit pattern. The repeater then sends the refreshed signal.
 A repeater does not actually connect two LANs; it connects two
segments of the same LAN. The segments connected are still part of one
single LAN.
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 A repeater is not a device that can connect two LANs of different
protocols.
 It is important to compare a repeater to an amplifier, but the comparison
is inaccurate:
1. An amplifier cannot discriminate between the intended signal and noise;
it amplifies equally everything fed into it.
2. A repeater does not amplify the signal; it regenerates the signal. When it
receives a weakened or corrupted signal, it creates a copy, bit for bit, at the
original strength.

 A repeater can extend the physical length of a LAN, as shown in Figure
below:

 The location of a repeater on a link is vital. A repeater must be placed
so that a signal reaches it before any noise changes the meaning of any of its
bits. A little noise can alter the precision of a bit's voltage without destroying
its identity (see Figure below). If the corrupted bit travels much farther,
however, accumulated noise can change its meaning completely. At that
point, the original voltage is not recoverable, and the error needs to be
corrected. A repeater placed on the line before the legibility of the signal
becomes lost can still read the signal well enough to determine the intended
voltages and replicate them in their original form.
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Active Hubs

 An active hub is actually a multipart repeater.
 It is normally used to create connections between stations in a physical
star topology.
 hubs can also be used to create multiple levels of hierarchy, as shown in
Figure below:

 What is the difference in functionality between a bridge and a repeater?
 Bridge has filtering capability. It can check the destination address of
a frame and decide if the frame should be forwarded or dropped. If the frame
is to be forwarded, the decision must specify the port. A bridge has a table that
maps addresses to ports.

Two-Layer Switches

We can have a two-layer switch or a three-layer switch.
A three-layer switch is used at the network layer; it is a kind of router.
The two-layer switch performs at the physical and data link layers.
A two-layer switch is a bridge, a bridge with many ports and a design that

allows better (faster) performance.
A bridge with a few ports can connect a few LANs together.
A bridge with many ports may be able to allocate a unique port to each

station, with each station on its own independent entity.

Routers
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A router is a three-layer device that routes packets based on their logical
addresses (host-to-host addressing).
A router normally connects LANs and WANs in the Internet and has a

routing table that is used for making decisions about the route.

Three-Layer Switches

A three-layer switch is a router, but a faster and more sophisticated.
The switching fabric in a three-layer switch allows faster table lookup and

forwarding.

Gateway
A gateway is normally a computer that operates in all five layers of the

Internet or seven layers of OSI model.
A gateway takes an application message, reads it, and interprets it. This

means that it can be used as a connecting device between two internetworks
that use different models.
For example, a network designed to use the OSI model can be connected to

another network using the Internet model.
The gateway connecting the two systems can take a frame as it arrives from

the first system, move it up to the OSI application layer, and remove the
message. Gateways can provide security.
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Error Detection and Correction

Types of Errors:

 Single bit error: it means that only one bit of a given data unit such as
byte, character, data unit, or packet, is changed from 1 to 0 or from 0 to 1.

 Single bit errors are the least likely type of error in serial data
transmission. To understand why, imagine a sender sends data at a rate of 1
Mbps, this means that each bit lasts only 1/1000000 sec. For a single bit error
to occur the noise must have duration of only 1µsec, which is very rare, noise
normally lasts much longer than this.

 Single bit error can occur in parallel data transmission. For example, if
we are sending 8 bits of 1 byte at the same time, and one of the wires is noisy,
one bit can be corrupted in each byte.

 Burst error: It means that to or more bits in the data unit have changed
from 1 to 0 or from 0 to 1.

 The length of the burst is measured from the first corrupted bit to the last
corrupted bit, some bits in between may have not been corrupted.



 Burst error is must likely to occur in a serial transmission. The duration
of noise is normally longer than the duration of one bit, which means that when
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noise affects data, it affects a set of bits. The number of bits affected depends
on data rate and duration of noise.

 For example, if we are sending data at 1 Kbps, a noise of 1/100 sec can
affect 10 bits; if we are sending data at 1 Mbps, the same noise can affect
10000 bits.

Error detection

 Before correcting the error, we must detect it.

 Redundancy: error detection using the concept of redundancy means
adding extra bits for detecting errors at the destination.

 Three types of redundancy checks are common in data communication:
parity check, cyclic redundancy check (CRC), and checksum.

Parity Check: 

 It consists of tow types, Simple parity check and two dimensional
parity check.

 Simple Parity Check: in this technique, a redundant bit called a parity
bit is added to every data unit so that the total number of ones in the unit
(including the parity bit) becomes even (or odd).

 Example: suppose we want to send the following data units, find the
suitable parity bit for each unit: 1110111   1101111   1110010   1101100 
1100100

 Solution: (Whenever the total numbers of ones is even: add 1 to the data
unit, and for odd number of ones, add 0 to the data unit).

11101110   11011110   11100100   11011000   11001001

 Performance: simple parity check can detect all single bit errors.
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 It also can detect burst errors as long as the total number of bits changed
is odd (1, 3, 5, …etc). let's say we have an even parity data unit where the total
number of ones, including the parity bit, is 6:1000111011. If any 3 bits change
value, the resulting parity will be odd and the error will be detected:
1111111011:9, 0110111011:7, 1100010011:5 all odd. The checker would
return a result of 1, and the data unit would be rejected. The same holds true
for any odd number of errors.

 Now, suppose that 2 bits of the data unit are changed: 1110111011:8,
1100011011:6, 1000011010:4. In each case the number of ones in the data unit
is still even. The parity checker will add them and return an even number
although the data unit contains two errors. So, this method cannot detect
errors where the total number of bits changed is even.

 Two dimensional parity check: In this method, a block of bits is
organized in a table (rows and columns). Then we calculate the parity bit for
each data unit. After that we organize them into a table. Finally, we attach the
generated parity bit unit with the original data to be transmitted.

Example: if we have four data units to be transmitted, calculate the parity bit
using two dimensional technique?

Solution: be arranging it in a table, we will have four rows and eight
columns. We then calculate the parity bit for each column and create a new
row of eight bits; they are the parity bits for the whole block.

Note: the first parity bit in the fifth row is calculated based on all first bits;
the second is calculated based on all the second bits, and so on.
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 Example: suppose the following block is sent:

10101001   00111001   11011101   11100111   10101010

 However, it is hit by a burst noise of length 8, and some bits are
corrupted.

10100011 10001001   11011101   11100111   10101010

 When the receiver checks the parity bits, some of the bits do not follow
the even parity rule and the whole block is discarded (note that the
non-matching bits are in bold):

10100011 10001001   11011101   11100111  10101010

 Two dimensional parity check increases the probability of detecting
burst errors.

 There is however one pattern of errors that remain elusive. If 2 bits in
one data unit are damaged and two bits in exactly the same positions in another
data unit are also damaged, the checker will not detect an error.

 Consider, for example, two data units: 11110000 and 11000011. If the
first and last bits in each of them are changed, making the data units read
01110001 and 01000010, the errors cannot be detected by this method.

Cyclic Redundancy Check (CRC): 
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 Unlike the parity check which is based on addition, CRC is based on
binary division. In CRC, instead of adding bits to achieve a desired parity, a
sequence of redundant bits called the CRC or the CRC reminder, is appended
to the end of a data unit so that the resulting data unit becomes divisible by a
second, predetermined binary number.

 At its destination, the incoming data unit is divided by the same number.
If at this step there is no reminder, the data unit is assumed to be intact and is
therefore accepted.

 A reminder indicates that the data unit has been damaged in transit and
therefore must be rejected.

 The redundancy bits used by CRC are derived by dividing the data unit
by predetermined divisor; the reminder is the CRC.

 A CRC must have two qualities: it must have exactly one bit less than
the divisor, and appending it to the data string must make the resulting bit
sequence exactly divisible by the divisor.

 The following steps clarify the process of deriving the CRC:

 First: a string of n zeros is appended to the data unit. The number n is 1
less than the number of bits in the predetermined divisor, which is n+1 bits.

 Second: the newly elongated data unit is divided by the divisor, using a
process called binary division. The reminder resulting from this division is the
CRC.

 Third: the CRC of n bits derived in step2 replaces the appended zeros at
the end of the data unit. Note that the CRC may consist of all zeros.

 The data unit arrives at the receiver, data first followed by the CRC. The
receiver treats the whole string as a unit and divides it by the same divisor that
was used to find the CRC reminder.

 If the string arrives without errors, the CRC checker yields a reminder of
zero and the data unit passes
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 If the string has been changed in transit, the division yields a non-zero
reminder and the data unit doesn't pass.

 The CRC generator: it uses module-2 division, first, a 4-bit divisor
is subtracted from the first 4-bits of the dividend. Each bit in the divisor is
subtracted from the corresponding bit of the dividend without disturbing the
next higher bit.

 In the below example, the divisor, 1101, is subtracted from the first 4
bits of the dividend, 1001, yielding 100 (the leading 0 of the reminder is
dropped).

 The next unused bit from the dividend is then pulled down to make the
number of bits in he reminder equal to the total number of bits in the divisor.
The next step, therefore, is: 1000-1101, which yields 101, and so on.

 In this process, the divisor always begins with a 1; the divisor is
subtracted from portion of the previous dividend / reminder that is equal to it in
length. The divisor can only be subtracted from dividend / reminder whose
leftmost bit is 1.

 Anytime the leftmost bit of the dividend / reminder is 0, a string of
zeros, of the same length as the divisor, replaces the divisor in that step of the
process.



Lecture : nine &ten               computer network        By: Adham. H. AL- rubiey

 The CRC checker: It functions exactly as the CRC generator
does. After receiving the data appended with the CRC, it does the
same module-2 division. If the reminder is all 0s, the CRC is dropped
and the data are accepted; otherwise, the received stream of bits is
discarded and data are resent.

 Performance: CRC is a very effective error detection method. If
the divisor is chosen according to the previously mentioned rules;
can detect all burst errors that affect an odd number of bits.

Checksum

Like the parity check and the CRC, the checksum is based on the
concept of redundancy.

 At the sender, the checksum generator follows these steps:

1) The data unit is divided into k sections, each of n bits.

2) All sections are added using ones complement to get the sum.

3) The sum is complemented and becomes the checksum.
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4) The checksum is sent with the data.

 At the receiver, the checksum checker follows these steps:

1) The unit into k sections each of n bits.

2) All sections are added using ones complement to get the sum.

3) The sum is complemented.

4) If the result is zero, the data are accepted, otherwise; they are
rejected.

 Example: suppose the following block of 16 bit is to be
transmitted using a checksum of 8 bits: 10101001   00111001

 Solution: the numbers are added using ones complement
arithmetic:

10101001

00111001

                                      Sum   11100010

                          Checksum     00011101

The pattern sent is: 10101001  00111001   00011101

At the receiver, the receiver will add all the three parts, it will get all 1's, after
complementing, the result will be all zeros, which means no error:

10101001

00111001

00011101

                                      Sum   11111111
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                          Complement  00000000  means that there is no error.

 Suppose there is a burst error of length that affects 4 bits, as
follows:

10101111  11111001   00011101

When the receiver adds the three sections, it gets:

10101111

11111001

00011101

                       Result          1   11000101

                    Carry                                  1

                     Sum                    11000110

                          Complement  00111001  means the data is corrupted.

Error Correction

The mechanisms that we have discussed up to this point detect errors but do
not correct them. Error correction can be handled in several ways. The two
most common are error correction by retransmission and forward error
correction.

Error correction by retransmission: When an error is discovered, the
receiver can have the sender retransmit the entire data unit.

Forward error correction (FEC): in this type of correction, a receiver can
use an error correcting code, which automatically corrects certain error.
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Calculation of Redundancy Bits:

To calculate the number of redundancy bits r required to correct a given
number of data bits m, we must find a relationship between m and r. with m
bits of data and r bits of redundancy added to them, the length of the resulting
code is equal to r+m.

If the total number of bits in a transmittable unit is m+r, then, r must be able
to indicate at least m+r+1 different states. Of these, one state means
no error, and m+r states indicate the location of an error in each of
the m+r positions.

 So, m+r+1 states must be discoverable by r bits: and r bits can
indicate 2r different states. Therefore, 2r must be equal to or greater
than m+r+1:

2r > = m+r+1

 The value of r can be determined by plugging in the value of m
(the original length of data to be transmitted).

 For example, if the value of m is 7 then, the smallest value for r
that can satisfy this equation is 4:

24 >=7+4+1
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Hamming Code: 

 It can be applied to data units of any length and uses the
relationship between data and redundancy bits as discussed above.

 For example, a 7-bit ASCII code requires 4-redundancy bits that
can be added to the end of the data unit or interspersed with the
original data bits. In figure below, these bits are placed in positions 1,
2, 4 and 8 (the positions in an 11 bit sequence that are powers of 2).

 For clarify more in the examples below, we refer to these bits as
r1, r2, r4 and r8.

 In the Hamming code, each r bit is the parity bit for one
combination of data bits, as shown below:

r1: bits 1, 3, 5, 7, 9, 11             r2: bits 2, 3, 6, 7, 10, 11

r4: bits 4, 5, 6, 7                     r8: bits 8, 9, 10, 11

 the arrangement of data bits and the redundancy bits according
to hamming code will be as in figure below:

 r1 will take care of the following bits:

 r2 will take care of the following bits:

d d d r8 d d d r4 d r2 r1

r8 r4d d d d d d d r2 r1
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r4 will take care of the following bits:

 r8 will take care of the following bits:

 Calculation Of r Values:

1) The following figure shows a Hamming code implementation for
an ASCII character. In the first step, we place each bit of the
original character in its appropriate position in the 11-bit unit.

2) Then, we calculate the even parities for various bit combinations.

3) The parity value for each combination is the value of the
corresponding r bit.

d d d r8 d d d r4 d r2 r1

d d d r8 d d d r4 d r2 r1

8 411 10 9 7 6 5 3 2 1
r8 r41 0 0 1 1 0 1 r2 r1

8 411 10 9 7 6 5 3 2 1
r8 r41 0 0 1 1 0 1 r2 1Adding

8 411 10 9 7 6 5 3 2 1
r8 r41 0 0 1 1 0 1 0 1Adding
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 Error Detection and Correction: now imagine that by the time
the above transmission is received, the number 7 bit has been
changed from 1 to 0. The receiver takes the transmission and
recalculates 4 new parity bits, using the same sets of bits used by the
sender plus the relevant parity r bit for each set (see figure below).
Then it assembles the new parity values into a binary number in order
of r position (r8, r4, r2, r1 ). In our example, this step gives us the
binary number 0111 (7 in decimal), which is the precise location of
the bit in error.

Adding

Adding

8 411 10 9 7 6 5 3 2 1
r8 01 0 0 1 1 0 1 0 1

8 411 10 9 7 6 5 3 2 1
1 01 0 0 1 1 0 1 0 1

corrupted

0  1  1  1

1 01 0 0 0 1 0 1 0 1

1 01 0 0 0 1 0 1 0 1

1 01 0 0 0 1 0 1 0 1

1 01 0 0 0 1 0 1 0 1

Means that the bit in position 7 is in error
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